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Confidentiality

Introduction

Nonprofit leaders may find themselves challenged to find the right balance between transparency and confidentiality. Nonprofit organizations are required by law to disclose certain information, such as their IRS Form 990 or 990-PF. In addition, many states have sunshine laws — open meeting laws — that require certain nonprofits to make at least some portions of their board meetings open to the public. 

Beyond that, it becomes more complicated. On the one hand, it is often in an organization’s best interest to share information with donors, stakeholders, and the general public in order to demonstrate its positive impact on the community. On the other hand, nonprofit organizations operate in a demanding and competitive environment. Like any business, they need to plan, manage, and oversee their operations internally on a regular basis. Part of the board’s duty of loyalty is to maintain the confidentiality of core organizational information.

Nonprofit organizations often deal with sensitive information about clients, donors, employees, and volunteers. Confidentiality policies are important to an organization’s credibility and reputation, and both board and staff should understand their responsibilities in this area. 

Key Elements

· Boards are often exposed to confidential information critical to the well-being of the organization. Information that generally is considered confidential and/or privileged includes planning documents; business and legal negotiations; client, customer, and patient records; personnel files; anonymous donor records; security guidelines; and any other matters discussed in executive sessions.

· For some nonprofits, because of their service area (e.g., domestic violence) and/or organizational complexity (e.g., hospitals), it is more efficient to proactively categorize certain documents and information as confidential. For other organizations, the board may, in briefing packets and during meetings, identify specific items that are confidential, thereby reminding board members of their commitment to confidentiality. Taken further, the board may vote on whether certain sensitive issues and/or discussions are confidential in nature.

Practical Tips

· Acknowledge the contradiction between confidentiality and transparency broadly. At the same time, educate board and staff about nonprofit public disclosure requirements. Explain that confidentiality, when properly adhered to, does not contradict the organization’s need to remain publicly accountable for its actions.

· Make the confidentiality policy part of the board member and new staff orientation.

· Discuss the reasons for confidentiality. By understanding the purpose, it is easier to abide by the policy.

· Connect the confidentiality policy to board members’ duty of loyalty, which obligates them to act in the best interest of the organization.

· Ensure that client privilege for confidentiality is respected. Do not share any information that relates to your clients — even identification of who they are, except under certain circumstances. Confidentiality should be automatic in the case of lawyer-client or accountant-client relationships. 

· In the confidentiality policy, recognize legal requirements for confidential records (e.g., HIPAA, personnel files, national security).

Sample Confidentiality Policies

The six confidentiality policies range from overarching guidelines to detailed documents, and they take into account some concerns specific to certain kinds of nonprofits.

1. This very brief policy is a basic statement of values relating to confidentiality.

2. This general policy provides board and staff members with broad guidelines for handling confidential information.

3. This policy identifies particular information that is confidential, and includes a disciplinary policy for staff. While parts of it are specific to membership organizations, the scope and intent of it is relevant for all organizations.

4. This policy provides more specificity about what information must be kept confidential. While parts of it are specific to foundations and their grantees, the scope and intent of it is relevant for all organizations.

5. This specific policy outlines what information (e.g., names and addresses) 

6. and documents may not be disclosed. A few items are specific to community foundations, but the level of detail could be easily adapted for other nonprofits.

7. This confidentiality policy explicitly states what information employees are prohibited from disclosing during and after their employment, and it requires a signature.

Sample #1

This very brief policy is a basic statement of values relating to confidentiality.

Confidentiality is a hallmark of professionalism. XYZ employees and trustees

1. Ensure that all information that is confidential or privileged or that is not publicly available is not disclosed inappropriately.

2. Ensure that all nonpublic information about other persons or firms acquired by XYZ personnel in dealing with outside firms on behalf of XYZ is treated as confidential and not disclosed.

Sample #2 

This general policy provides board and staff members with broad guidelines for handling confidential information.

It is the policy of XYZ that board members and employees of XYZ may not disclose, divulge, or make accessible confidential information belonging to, or obtained through their affiliation with XYZ to any person, including relatives, friends, and business and professional associates, other than to persons who have a legitimate need for such information and to whom XYZ has authorized disclosure. Board members and employees shall use confidential information solely for the purpose of performing services as a board member or employee for XYZ. This policy is not intended to prevent disclosure where disclosure is required by law.

Board members and employees must exercise good judgment and care at all times to avoid unauthorized or improper disclosures of confidential information. Conversations in public places, such as restaurants, elevators, and airplanes, should be limited to matters that do not pertain to information of a sensitive or confidential nature. In addition, board members and employees should be sensitive to the risk of inadvertent disclosure and should, for example, refrain from leaving confidential information on desks or otherwise in plain view and refrain from the use of speakerphones to discuss confidential information if the conversation could be heard by unauthorized persons.

At the end of a board member’s term in office or upon the termination of an employee’s employment, he or she shall return, at the request of XYZ, all documents, papers, and other materials, regardless of medium, that may contain or be derived from confidential information in his or her possession.

Sample #3

This policy identifies particular information that is confidential, and includes a disciplinary policy for staff. While parts of it are specific to membership organizations, the scope and intent of it is relevant for all organizations.

Confidentiality Policy 

Confidentiality is a basic element of the operation of XYZ. To protect the confidentiality of fellow employees and the organization, no information concerning other employees or XYZ business is to be discussed with anyone except when necessary for the purpose of daily business.

Member information shall be kept strictly confidential. Only those authorized personnel directly responsible for services to the member shall discuss or have access to this information. Care shall be exercised to be certain that unauthorized individuals do not overhear discussion of confidential information.

Employees and directors of XYZ understand and agree that during their employment and/or service they may obtain information and documents which is confidential and/or privileged and proprietary in nature and which must be kept confidential both during and after their term of employment or service. As such, all employees and directors are required to return any such documents containing privileged or confidential information at the time of the termination of employment or expiration of service.

Any such employee or director that divulges confidential or privileged information, whether during or after his term of employment or service, is subject to appropriate discipline, including dismissal, or other criminal sanctions. Employees and directors recognize that the employer has a proprietary interest in any such information and/or documents and would be irreparably damaged as a result of any disclosure or dissemination thereof.

Breaches of confidential information are subject to disciplinary action up to and including immediate termination and/or removal.

Sample #4

This policy provides more specificity about what information must be kept confidential. While parts of it are specific to foundations and their grantees, the scope and intent of it is relevant for all organizations.

Confidentiality Policy 

Any information about XYZ Foundation and its applicants, grantees, donors, prospective donors, and any personal information about employees or other confidential information obtained by board, staff, and consultants as a result of working with the foundation should be considered confidential and should be discussed only as appropriately required in connection with the foundation’s work. All information concerning an applicant, grantee, donor, prospective donor, or other confidential information must be maintained in confidence, and particular care must be taken to avoid discussion of foundation affairs with third parties, unless authorization to do so is obtained from the chief executive, or as required by law.

All files, documents, and working papers of the foundation are the property of the foundation. Any board member, staff member, or consultant who purposely, or through a failure to exercise reasonable care, causes confidential information to be disclosed will be subject to disciplinary action, up to and including termination. The obligation to keep information confidential continues after an employee, board member, or consultant ceases to be employed by or affiliated with the foundation.

Personal Addresses

It is the policy of the foundation not to give out staff or committee member’s personal addresses or phone numbers to outside persons (with the exception of the human resource department’s dealings with benefit providers). Anyone asking for personal information on staff or committee members should be instructed to forward all calls, mailings, or invitations to the foundation office.

Sample #5

This specific policy outlines what information (e.g., names and addresses) and documents may not be disclosed. A few items are specific to community foundations, but the level of detail could be easily adapted for other nonprofits.

Confidentiality Policy

For Board Members, Committee Members, and Staff 

 

The following policies apply to members of the XYZ board, its staff, volunteers, and to members of committees authorized by the board. References in the policies to board members are intended also to apply to committee members.

 

3. Board and Committee Meetings: On any vote of the board, both the numbers of affirmative and negative votes and the individual votes of board members, unless specifically requested by a member otherwise, shall be confidential but the record of individual votes must be kept on file.

4. Board, committee, and staff members shall not disclose to anyone outside of XYZ the statements, positions, or votes by any board or committee member on actions taken by the board or its committees. Only in extraordinary situations will a board or committee member disclose his or her position or vote on a board or committee action, and only after advising the board’s chair before making such a disclosure.

5. The general “sense of the board” on a particular matter may be conveyed to an applicant, grantee, vendor, or donor when the sharing of such information is helpful in conveying the board’s concerns. However, such information should only be shared with the concerned party. In addition, such information may be shared with a donor or with another grantmaker when the information has been requested and is deemed important in helping the donor or grantmaker arrive at an informed decision on a grant proposal or opportunity.

6. Executive Sessions: The minutes of the board meeting shall indicate when the board goes into executive session but shall not normally reflect any of the topics or discussion that occurs in executive session. However, when the board takes an action in executive session that needs to be recorded, the board chair will provide any such text that is to be included in the official minutes of the meeting. 

7. Board and Program Committee Docket: The docket prepared for the board and staff is confidential and should be treated as an internal document restricted to XYZ use. No portion of the docket may be shared, in written or oral form, with any individual or with any organization outside of XYZ. Exceptions may be made only with the consent of the chief executive.

8. Personal Information on Staff and Board Members: The home addresses, telephone numbers, fax numbers, and e-mail addresses of board, committee, and staff members are not to be given out to any individual or organization without the express permission of the person to be disclosed.

9. Information on a Donor’s Fund: All information concerning a donor’s fund, other than information published in the annual report, newsletter, or XYZ publication, shall remain confidential unless approved by the donor. This includes information on the size and types of grants, the size of the fund, and other such information.

10. Information on Donors and Prospects: All information obtained about donors and prospective donors will remain confidential and not discussed with any individual other than a board or staff member, unless otherwise authorized by the donor or prospective donor.

11. The home addresses, telephone numbers, fax numbers, or e-mail addresses of donors and prospective donors are not to be given out to any individual or organization without the express permission of the person to be disclosed.

12. When a donor requests that his or her gift or fund be treated as an anonymous gift or fund, the donor’s wishes are to be honored by both board and staff members.

13. All staff members shall adhere to the principle that all donor and prospect information created by, or on behalf of, XYZ is the property of XYZ and shall not be transferred or utilized except on behalf of XYZ.

 

In signing this statement, I confirm that I have received a copy of the Confidentiality Policy and agree to abide by the guidelines set forth therein.

Please print name: Board Member, Committee Member, Staff Member 

Signature: Board Member, Committee Member, Staff Member

Date

Sample #6

This confidentiality policy explicitly states what information employees are prohibited from disclosing during and after their employment, and it requires a signature.

Confidential Information

The employees of XYZ manage and have access to confidential information that must stay within our organization. Confidential information includes, but is not limited to, our donors, supporters, employees, marketing processes, as well as our financial information, which includes current and future business plans, our computer and software systems and processes, personnel information, and associated documents. Employees are not permitted to share this confidential information with anyone outside the organization, or to remove or make copies of any of XYZ’s records, reports, or documents in any form, without prior management approval. Disclosure of confidential information may lead to disciplinary action, which may include termination of employment, as well as other possible legal action. Additionally, employees of XYZ are prohibited during and/or after employment from using XYZ’s confidential information in any form for their own purposes or for those of other persons or entities. Finally, all confidential information relative to XYZ, regardless of its form, must be returned to the organization at the time of termination of employment with the organization.

Statement of Understanding and Agreement

I am aware that, during the course of my employment, confidential information will be made available to me. Further, I understand that this information is proprietary and critical to the success of XYZ and may not be distributed or used outside of XYZ premises or with non-XYZ individuals. In the event of my termination of employment, whether voluntary or involuntary, I hereby agree that I will not utilize or exploit this information for my own personal gain, or share it with any other individual, nonprofit agency, or company.

Signature






Date

Print Name

Suggested Resources

· Frey, Jeannie C. and George W. Overton, eds. Guidebook for Directors of Nonprofit Corporations. Chicago, IL: American Bar Association, 2002.

· Kurtz, Daniel L. and Sarah E. Paul. Managing Conflicts of Interest: A Primer for Nonprofit Boards. Washington, DC: BoardSource, 2006.
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